TN2010-02-16

Cross-Domain AJAX/Flash Single Sign-Off

Cross-domain AJAX/Flash single sign-off provides a simplified approach to allowing the user to use a
single command to sign-off of all providers that they have previously signed into using single sign-on.

Whenever the logout service is called on a service provider, it disposes of the current security context and
then responds with a redirect to the logout service of the appropriate identity provider. Whenever the
logout service is called on an identity provider, it disposes of the current security context and responds by
retrieving and disposing of the next provider identifier that was saved during single sign-on and then
sending a redirect to the logout service of the identified provider. If no providers remain to be called, then
the identity provider returns normally. This method of managing single sign-off may result in a redundant
call to the originating service provider, but will discard the current security context from all providers no
matter which provider originates the single sign-off process.
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